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As governmental and non-governmental operations become progressively supported by vast automated
systems and electronic data flows, attacks of government information infrastructure, operations and
processes pose a serious threat to economic and military interests. In 2007 Estonia suffered a month long
cyber assault to its digital infrastructure, described in cyberspace as ‘Web War I’. In 2010, a
worm?Stuxnet?was identified as supervisory control and data acquisition systems at Iran’s uranium
enrichment plant, presumably in an attempt to set back Iran’s nuclear programme. The dependence upon
telecommunications and information infrastructures puts at risk Critical National Infrastructure, and is now
at the core of national security interests.

This book takes a detailed look at these new theatres of war and considers their relation to international law
on the use of force. Except in cases of self-defence or with the authorisation of a Security Council
Resolution, the use of force is prohibited under the UN charter and customary international law. However,
the law of jus ad bellum was developed in a pre-digital era where current technological capabilities could not
be conceived. Jackson Maogoto asks whether the law on the use of force is able to deal with legal disputes
likely to arise from modern warfare. Key queries include how one defines an armed attack in an age of anti-
satellite weaponry, whether the destruction of a State’s vital digital eco-system or the "blinding" of military
communication satellites constitutes a threat, and how one delimits the threshold that would enliven the right
of self-defence or retaliatory action. The book argues that while technology has leapt ahead, the legal
framework has failed to adapt, rendering States unable to legally defend themselves effectively.

The book will be of great interest and use to researchers and students of international law, the law of armed
conflict, Information Technology and the law, and counter-terrorism.
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From reader reviews:

Archie Moriarty:

The particular book Technology and the Law on the Use of Force: New Security Challenges in the Twenty-
First Century (Routledge Research in International Law) will bring someone to the new experience of
reading a new book. The author style to clarify the idea is very unique. Should you try to find new book to
learn, this book very appropriate to you. The book Technology and the Law on the Use of Force: New
Security Challenges in the Twenty-First Century (Routledge Research in International Law) is much
recommended to you to study. You can also get the e-book in the official web site, so you can more readily
to read the book.

John King:

Reading can called brain hangout, why? Because if you find yourself reading a book specifically book
entitled Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First Century
(Routledge Research in International Law) your head will drift away trough every dimension, wandering in
each and every aspect that maybe mysterious for but surely might be your mind friends. Imaging each word
written in a guide then become one web form conclusion and explanation that will maybe you never get
previous to. The Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First
Century (Routledge Research in International Law) giving you a different experience more than blown away
your thoughts but also giving you useful details for your better life on this era. So now let us show you the
relaxing pattern the following is your body and mind is going to be pleased when you are finished studying
it, like winning an activity. Do you want to try this extraordinary investing spare time activity?

David Wolverton:

Do you like reading a book? Confuse to looking for your favorite book? Or your book had been rare? Why
so many concern for the book? But almost any people feel that they enjoy to get reading. Some people likes
looking at, not only science book and also novel and Technology and the Law on the Use of Force: New
Security Challenges in the Twenty-First Century (Routledge Research in International Law) as well as others
sources were given understanding for you. After you know how the truly great a book, you feel would like to
read more and more. Science book was created for teacher or students especially. Those textbooks are
helping them to put their knowledge. In some other case, beside science reserve, any other book likes
Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First Century
(Routledge Research in International Law) to make your spare time considerably more colorful. Many types
of book like this one.

Carlton Wood:

Reading a reserve make you to get more knowledge from that. You can take knowledge and information
from your book. Book is created or printed or illustrated from each source that filled update of news. In this



modern era like today, many ways to get information are available for an individual. From media social just
like newspaper, magazines, science book, encyclopedia, reference book, new and comic. You can add your
knowledge by that book. Isn't it time to spend your spare time to open your book? Or just looking for the
Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First Century
(Routledge Research in International Law) when you necessary it?
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